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How,to identify Allscams! =%

%8 Recognizing/the threeitell-taleisigns
v that/give/away/ fake prosecutors and

npolice officers )

RN

Recently there has been an increase in the number of people
receiving telephone calls or text messages from prosecutors or police
claiming they are a suspect in a crime or that their bank account has
been misappropriated by a third party and they need to remit their
money to a “secure account”. The scammers may even use video
conferencing to “prove” they are who they say they are

Although the language used and the faces you see may seem real,
they are in fact Al-generated and this has recently become one of
the most popular types of scam.

Be aware, prosecutors and police “will never”:

Contact individuals privately to
tell them they are part of an
ongoing case

Request that individuals
provide ATM card or bank
account details, and certainly
not suggest transferring funds
to a different account

Claim “the investigation is not
public so you cannot inform your
family or anyone else.” If this is
said you are speaking to a
fraudster

G you have any questions, make inquiries at a local police\
station or call the 165 Anti-Fraud Hotline.
\Ifyou require interpretation services call the 1955 I-Iotline/
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Belakangan ini sering ada warga yang menerima panggilan telepon N

atau pesan yang mengatakan dari lembaga kejaksaan atau kepolisian,
dan menyampaikan bahwa ada kecurigaan kejahatan rekening
dibajak sehingga perlu untuk mentransfer uangnya ke “rekening yang
aman”, bahkan masih menyalakan video call untuk membuktikannya

Suara dan wajah semua ini terlihat seperti asli, tetapi sebenarnya adalah
menggunakan suara dan wajah dengan teknologi Al (kecerdasan buatan),
merupakan jenis baru modus penipuan!

Harap perhatikan, lembaga kejaksaan dan kepolisian “tidak akan”:

Memberitahukan bahwa

1 a ﬁiT tengah menangaani kasus

kepada Anda secara pribadi

Meminta untuk menyerahkan
kartu ATM dan buku tabungan,
dan lebih tidak mungkin lagi
meminta Anda untuk
mentransfer uang

CCCCCCCCCC

Menyampaikan “pemeriksaan
tidak terbuka jadi tidak boleh
memberitahu keluarga atau
orang lain”, perkataan seperti ini
adalah penipuan

/ Jika Anda memiliki pertanyaan terkait, silakan \
berkonsultasi ke kantor polisi terdekat atau menghubungi
saluran anti penipuan 165, jika membutuhkan layanan
\ penerjemah, silakan menghubungi 1955 /

i
OF

G955 PIE; Q@




B 7 hig

Gan day thuong c6 nguoi dan nhan duoc cudc goi hodc tin nhan riéng tur

co quan cong to, canh sat, noi rang, ban bi tinh nghi pham toi, tai khoan
bi danh cap, can chuyén tién vao “tai khoan an toan”, thAm chi con goi
video dé chung minh.

Nhiing giong no6i va khuén miit nay c6 vé chan that, nhung thwe chat la
str dung cong nghé Al dé thay doi giong noi, hoan doi khuén mit. Pay
132 mot hinh thire lira ddo kiéu méi!

Hay luwu ¥, co quan cong to va canh sat “sé khong”:

1

Tuy tién tiét 16 cho ban biét ho dang

di€u tra mot vu an

Yéu cau ban ndp thé ATM va so tiét
kiém, cang khong bao gio yéu cau

ban chuyén khoan

Néi ring “dang trong qua trinh diéu

tra nén khong thé néi véi nguoi than

hoac nguoi khac”. Cau noi nay chinh la

dau hi€u cua lwra dao

/ Néu ban c6 bat ky thiic mic nao, hiy dén don canh szit\
gan nhat dé hoi, hoic goi dén duong day nong phong

Kchéng lira ddo 165. Néu can phién dich, vui long goi 1955/
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