
新型詐騙手法正流行！
別分享你的螢幕別分享你的螢幕

最近有人打電話跟我說我的帳戶

異常，還叫我開通訊軟體的分享

螢幕功能，然後還叫我操作銀行

APP，好像很急的樣子。 小心！這是詐騙！這是假冒客服，要盜取你的帳戶存款或盜刷信用卡！

假冒網購、物流、金融客服
聯繫你，謊稱：

o  訂單錯誤或無法下單

o  包裹寄送有問題

o  帳戶異常或需更新個人資料

!!

!!

!!

並要求你：
o  開啟分享螢幕功能

o  依照指示操作網路銀行
 或其他APP

!!

!!

詐騙常見手法

!!
提醒您，不要開啟分享螢幕功能，

並拒絕依照指示操作網路銀行或輸入任何驗證碼。

若有相關疑問，請撥打165反詐騙專線或110報案電話，
如需通譯服務請撥打1955

xxxx xxxx xxxx 2552xxxx xxxx xxxx 2552
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Common scam methods xxxx xxxx xxxx 2552xxxx xxxx xxxx 2552

Recently someone called me and said there was an 
issue with my account. They asked me to turn on the 
messaging APP’s screen sharing function, told me to 
open up my banking app and it sounded as if they 
were in a hurry.

You need to be carful, that’s a scam.

They pretend to be customer service personnel 

but are actually trying steal the money in your 

account or fraudulently charge your credit card

New scam methods
are on the rise! 
Do not share your screenDo not share your screen

Scammers often impersonate 
online shopping platforms, 

logistics companies, or financial 
customer services and make a 

series of bogus claims  :

!!
Remember, do not active the screen sharing function

and refuse to engage in online banking or type
in a password as instructed 

If you have any related questions
call the 165 Anti-fraud Hotline or 110 to report a crime.

If you require interpretation services call the 1955 Hotline

1955hotline1955 1955hotline

o  Order errors or inability 
to place an order

o  Problems in delivering   
a package

o  Account related issues 
or a request to update 
personal information

!!

!!

!!

o  Activate the screen 
saving function

o  Instructions to engage 
in online banking or 
operate another APP

!!

!!

Followed by requests to:
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Modus Penipuan yang Umum Terjadi xxxx xxxx xxxx 2552xxxx xxxx xxxx 2552

Akhir-akhir ini ada orang yang menelpon dan 
mengatakan kepada saya bahwa ada kelainan pada 
akun bank saya, meminta saya untuk mengaktifkan 
perangkat lunak komunikasi fungsi berbagi layar, lalu 
masih menyuruh saya mengoperasikan aplikasi 
bank, sepertinya sangat tergesa-gesa.

Hati-hati! Ini adalah penipuan! Ini adalah 

pelayanan palsu yang ingin mecuri akun 

tabungan atau menggunakan kartu kredit Anda!

Tren Modus
Penipuan Baru! 
Jangan Bagikan Layar AndaJangan Bagikan Layar Anda

Menyamar sebagai petugas 
layanan belanja online, 

logistik, bank untuk 
menghubungi

dan menipu Anda

!!
Mengingatkan Anda, jangan mengaktifkan fungsi berbagi layar

dan tolak untuk mengikuti instruksi pengoperasian online banking 
atau memasukan nomer sandi apapun

Jika ada yang ingin ditanyakan, silakan menghubungi hotline anti 
penipuan 165 atau telepon pelaporan 110, 

jika membutuhkan layanan penerjemah, silakan menghubungi 1955
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o  Mengaktifkan fungsi 
berbagi layar

o  Mengikuti instruksi 
mengoperasikan online 
banking atau aplikasi 
lainnya

!!

!!

Dan meminta Anda
o  Kesalahan pesanan atau 

pemesanan tidak berhasil 

o  Masalah pengantaran 
kiriman paket

o  Kelainan pada akun atau 
keperluan memperbarui 
data pribadi

!!

!!

!!
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Thủ đoạn lừa đảo thường gặp xxxx xxxx xxxx 2552xxxx xxxx xxxx 2552

Gần đây có người gọi điện cho tôi nói tài khoản 
của tôi bất thường, còn bảo tôi bật tính năng 
chia sẻ màn hình của ứng dụng nhắn tin, sau 
đó còn bảo tôi thao tác trên ứng dụng ngân 
hàng, có vẻ rất gấp gáp.

Coi chừng! Đây là lừa đảo! Đây là giả 

mạo nhân viên chăm sóc khách hàng, 

muốn đánh cắp tiền gửi trong tài khoản 

của bạn hoặc quẹt thẻ tín dụng của bạn!

Cảnh giác với thủ đoạn
lừa đảo kiểu mới! 
Đừng chia sẻ màn hình của bạn!Đừng chia sẻ màn hình của bạn!

Giả mạo nhân viên chăm sóc 
khách hàng của trang mua 
sắm trực tuyến, công ty vận 

chuyển, tổ chức tài chính 
liên hệ với bạn, nói dối rằng:

!!
Nhắc nhở bạn, đừng bật tính năng chia sẻ màn hình 
và từ chối thao tác ngân hàng trực tuyến hoặc nhập 

bất kỳ mã xác minh nào theo chỉ dẫn.

Nếu có thắc mắc, vui lòng gọi đường dây nóng chống 
lừa đảo 165 hoặc báo án 110, 

nếu cần dịch vụ thông dịch, vui lòng gọi 1955.
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o  Bật tính năng chia sẻ 
màn hình.

o  Thao tác ngân hàng 
trực tuyến hoặc các 
ứng dụng khác theo 
chỉ dẫn.

!!

!!

Và yêu cầu bạn

o  Đơn hàng sai hoặc không 
thể đặt hàng. 

o  Gói hàng gửi đi có vấn đề. 
o  Tài khoản bất thường 

hoặc cần cập nhật thông 
tin cá nhân.

!!

!!

!!
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กลลวงที่พบบอย xxxx xxxx xxxx 2552xxxx xxxx xxxx 2552

ชวงนี้มีคนโทรมาบอกวาบัญชีของผมเกิดผิดปกติ 
และบอกใหผมเปดฟงกชันแชรหนาจอมือถือในแอป
แชท แลวยังจะใหทำธุรกรรมผานแอปธนาคาร ดูเรง
รีบและนาสงสัยมาก 

ระวัง! นี่คือการหลอกลวง! นี่คือมิจฉาชีพที่

แอบอางเปนเจาหนาที่บริการลูกคา

เพ่ือขโมยเงินในบัญชีของคุณหรือบัตรเครดิต

ของคุณ !

กลลวงรูปแบบใหมกำลังระบาด！
อยาแชรหนาจอมือถืออยาแชรหนาจอมือถือ

ปลอมเปนฝายบริการลูกคา
ของรานคาออนไลน บริษัท

โลจิสติกส หรือสถาบันการเงิน 
โดยแอบอางวา

!!
แนะนำวา อยาเปดใชฟงกชันแชรหนาจอมือถือ 

และไมทำธุรกรรมผานธนาคารออนไลนหรือกรอกหมายเลขยืนยันใด ๆ

หากมีขอสงสัย โปรดโทรแจงสายดวนปองกันมิจฉาชีพ 165
หรือโทรสายดวน 110  

กรณีตองการลามแปลภาษา โปรดโทรสายดวน 1955
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o  เปดใชฟงกชันแชรหนาจอ

มือถือ

o  ทำธุรกรรมผานแอปธนาคาร

ออนไลนหรือแอปอื่น ๆ

!!

!!

จากนั้นจะหลอกใหทาน
o  คำสั่งซื้อผิดพลาดหรือ

ไมสามารถสั่งซื้อได

o  การจัดสงพัสดุเกิดปญหา

o  บัญชีมีความผิดปกติหรือจำเปน

ตองอัปเดตขอมูลสวนตัว

!!

!!

!!
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